AT

AMITY TECHNICAL PLACEMENT CENTRE

DELHI | GR. NOIDA | GURUGRAM | GWALIOR | JAIPUR | LUCKNOW | NOIDA

Campus Recruitment - 2018 Passing Out Batch

(ONLY FOR UNPLACED STUDENTS)

18101

(Company Name & Ranking will be disclosed during PPT)

SOCIT Analyst
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10th No % Criteria
12th No % Criteria
Graduation -|INo % Criteria

Gurgaon

5 LPA CTC

e Responsible for handling all security alerts - Review the alerts and
handle them as per the process. This involves working with
different groups and ensuring that all the alerts are closed in a
timely manner. Also contributes to the process improvements.

e Investigate, analyze and contain malware incidents - Includes
performing computer forensic investigations

e Responsible for impact analysis process

o Performing security impact analysis for the patches and
vulnerabilities published by vendors and other security
research sites for different platforms (Operating Systems,
Web Servers and Network devices)

o Defining priority for the patch rollout and ensure they are
rolled out in a timely manner

o Scanning the systems and other platforms to validate that
the patches are applied and following up with various teams
to address any gaps

e Responsible for conducting internal VAPT, compile executive
summary for senior leadership and coordinate remediation.

e SIEM solution management and maintenance:

o Ensure health of underlying architecture

o Create ruleset and alerts to cover the current threat
landscape

o Remediate alerts generated by the system

o Manage vendor relationship with OEM

e Security Log Analysis - Monitor and analyze the logs from various
security tools and correlate events

e Compile Security Metrics - Automate management reports based on
information generated from different security tools.

e Compile security and efficiency metrics for management review.




Collaborate with different groups to ensure that their requirements

e Perform device reviews to ensure compliance with hardening
standards, access controls and security related configuration
settings

e Prepare and update security documentation including security
procedures, standards, notifications and alerts in support of other
teams within the Egon-Zehnder Security department.

e Assist in writing best practice procedures for the following
services: Incident analysis, Incident response coordination, security
audits or assessments, certificate authority, log analysis &
diagnostics, and host vulnerability scanning.

CLICK HERE

All interested and Eligible students should apply latest by Tuesday Dt. 24th
April 10 am.

My Best Wishes are with you!

Prof. Dr. Ajay Rana

Advisor



https://docs.google.com/forms/d/e/1FAIpQLSd5p_GYJSeohwmre7lWOrZzZpmaWvUvSpzZyHdDpPvACDmxzw/viewform?c=0&w=1

